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Deputy T.A. Vallois of St. Saviour (Chairman):

Good afternoon and welcome to the Corporate Sesv®erutiny Panel for Data
Protection. | would just like to refer firstly yoattention to the protocol in front of
you to ensure that you are happy with the terntbatf? Yes? | would just like to ask
you if you could give your name and your title tbe tape.

The Minister for Economic Development:
Yes. Senator Alan Maclean, the Minister for EcormBevelopment.

Director, Finance Industry Development:
James Mews, Director, Finance Industry Development.

Deputy T.A. Vallois:
Thank you. My name is Deputy Tracey Vallois araan Chairman of the panel.

Senator S.C. Ferguson:
Senator Sarah Ferguson.

Mrs. H. Ruelle (Panel Adviser):
| am Helen Ruelle from Mourant du Feu & Jeune aadhlthe panel’s legal adviser.

Deputy D.J. De Sousa of St. Helier:
| am Deputy Debbie De Sousa.

Deputy T.A. Vallois:



Okay. Thank you. We have called you to the panetly to ask you your views on
the proposed amendments to the Data Protectiosefdetaw 2005, just purely
because obviously we are trying to see whetherptoportionate to Jersey, whether it
is robust in the way it has been put forward, someeald appreciate if you could give
us details of how you see this affecting the bussaee and the economy with regards
to the changes being proposed.

The Minister for Economic Development:

Right. Well, just very briefly we have had an iaitlook at the information that has
come out. | think in principle we understand thével by the Data Protection

Commissioner to improve, having gone through aqgokedf settling in since the law

was first introduced. We think generally what Heeen proposed is probably not
unreasonable. We have of course some concerypuasight well imagine from a

business perspective. Any changes and an incfease a, if you like, red tape

bureaucracy regulatory perspective has a cost sméss and | think it is important
that it is proportional. | think there is one aspef the proposals that perhaps
concerns us in some respects, and that is theyataligive greater powers from an
investigative point of view and | think that is a@mea where we would like to

understand a little bit more about before giviny amore detail. But certainly we

have some concerns about the additional powerttigatommissioner is seeking in
that respect and the effect that it may well hawenfa burden point of view on

business.

Deputy T.A. Vallois:

Okay, so if we look at the amendments as we go ddvatause there are 8
amendments being proposed. Amendment 1, whicink il the one you were just
referring to, which is the investigative powers, uleb there be any effect on
businesses if ex-employees of another firm wetddia

The Minister for Economic Development:
Sorry, could you repeat that?

Deputy T.A. Vallois:
Would there be any effect on businesses if ex-eyege® of another firm were liable?

Director, Finance Industry Development:

Right. [ think the big issue here and | must ads@thave not had much time in order
to consider these and so | think one of the impbrtiaings, a caveat to all of this is
that we have asked Jersey Finance to send an euia their members and come
back to us. They have not had the time to do yeat they are collating general
responses at the moment about how the finance tnydase finding the data

protection laws at the moment, and then the sulesgqgbit is looking at these

proposed changes. So until we get that back tertain degree we are talking in a
slight vacuum, but we will try and assist as we t¢aday and feed any further
information which we get back to you when we reedivat in. But | suppose one of
the things which could be a concern is the fact theve are seeking to gold plate
something and go beyond the U.K. (United Kingdom3ifpon which could have a

consequent effect on business, because obviousty @awestigation will have costs

associated with that, we would be concerned if veegaing too far. So obviously the
U.K. has done a number of things in this area amaesof these, for example the first



amendment, proposes to go further than the U.K.sandam not sure what work has
been done in that regard in terms of looking at wieyshould go beyond what is an
international standard.

Deputy T.A. Vallois:

Okay. Amendment 1 was something that the I.C.@fo(ination Commissioner’s
Office) in the U.K. was lobbying for for many yeassd it still has not been
introduced as yet. Also it is already in provisioihthe Irish law, it was originally
there from the beginning, so it is something thegyt have always had and were
always aware of. The concerns with us is howHat the commissioner can go and
how the responsibility is lying with the data cantier at present but this is asking the
Data Commissioner to go that little bit further ask individuals for information. So
we would just like to see if that affects businass if that would have a detrimental
effect on business in your view?

Director, Finance Industry Development:

Well, | think it is likely that anything that plaseadditional responsibilities and
burdens on additional people is likely to have safiect. Now, it is hard to know

how much effect that would be in reality. | do rwtow, for example, how many

investigations are carried out. But the mere thet an individual has additional
responsibilities is probably going to affect theywthey approach the work that they
do and it is that whole area which obviously causexern.

The Minister for Economic Development:

| think you should bear in mind of course that thland has predominantly a large
number of small and medium sized entities and afrs® the impact from a cost
perspective is that much greater on organisatibas are much smaller, 5 or less
employees, 75 to 80 per cent of businesses indlaad fall into that category, so
there would be a concern there. But clearly weshat got a quantified statement.

Director, Finance Industry Development:
Are you able to tell us more about why the U.K. hasbrought in these changes?

Deputy T.A. Vallois:
| will pass that over to my adviser.

Mrs. H. Rudlle:

| do not know, is the answer. We have been trymdind out through various
Hansard debates and things like that exactly wieateasons were. We have not yet
been able to get to the bottom of the exact reasédiswe know is that generally
speaking, from the information we have had so itais obviously, as you have
pointed out, a wide power and therefore there &g concern because it is a wide
power that anything more specific or detailed thizat at the moment we have not
been able to get hold of. But we continue to louk that area.

The Minister for Economic Development:

Could I just ask, in the U.K. have representatikaugs for business like the Chamber
of Commerce, Institute of Directors and such likeetp particularly vocal on the
matter in the U.K. at the plans that have beerfqutard?



Mrs. H. Rudlle:

Again | do not know. It has been a long time sihpeactised in the U.K. It is not
something that | have been closely involved witht &gain it is something that we
have been trying to find out through various ché#mn&o yes, that is exactly the sort
of thing we will be looking at.

Deputy T.A. Vallois:

It may be of interest, because | have done a loesdéarch on a personal basis as to
data protection, looking at the I1.C.O. website aeskearching what was happening,
because there have been a huge amount of amendmémésU.K. law which is why
we are trying to identify why it is just these 8@mdments coming forward to see why
and whether it is proportionate to Jersey. Sagt thocumentation as to the details and
why they lobbied for it, and also they would hageaived information back, so if it is
helpful for you to just refer you to that area, dese | have personally done quite a lot
of research on this myself.

The Minister for Economic Development:
That would be extremely helpful because, as Jarogdga out, we have had only a
very short time to give this consideration.

Deputy D.J. De Sousa:
How would you see a knock-on effect on businedsissiamendment to the law was
implemented?

The Minister for Economic Development:
Quite simply it would be, | would expect, a costpimation, but it is almost
impossible at this stage to quantify that.

Deputy D.J. De Sousa:
Is that the only implication that you see?

The Minister for Economic Development:
Well, | think that is probably the most relevantoges.

Director, Finance Industry Development:

| think when we talk about costs obviously the sasin be made up of a number of
different components and that is time by paid elyg#s to look at things and to work
through things and to comply with requests andgshiike that, and then obviously so
you have got your manpower costs and you have thetr @osts in terms of getting
information together. Some of it may be held iecélonic form which may be
relatively easy to pass over, but bits may not 8e.if you associate that as well with
increased powers perhaps to seize equipment amgkthike that obviously you would
want to be concerned about what the possible koookffects could be.

Deputy D.J. De Sousa:

Bearing in mind the main part of amendment 1 ig tia just data controllers and
processers can be questioned, it can be the oydieason. Do you still perceive that
the only implication is a cost implication?

The Minister for Economic Development:



Well it would be because of course companies waolikoh have a responsibility to
ensure that all members of staff were appropriatefyned and aware of the
requirements. Again it comes back to cost.

Director, Finance Industry Development:

But obviously as well on top of that if you are kg at the individual, | mean we are
talking very much from a department’s perspectivcause obviously we are
concerned with developing the economy and the legses on the Island, but you
have also got potential criminal sanctions as walich could influence obviously

people and result in more time being spent on titltan are perhaps strictly
necessary because people obviously are going twebge concerned about that.
Speaking in a more general area, it is not somgthinich is really our remit to do,

but clearly looking at individuals then you couleesthat the whole weighing up of
the human rights dimension is something that iseguportant.

Deputy D.J. De Sousa:
Would there be concerns about increased penattes the business fraternity with
the prison sanction?

The Minister for Economic Development:
| would imagine there would probably be so, yes.

Deputy T.A. Vallois:

Say for example if there was a case that the datdraller had breached data
protection by information being released and thepleyer had released that
information but now they were no longer employedhmst company, that company is
still liable for that information being breachedyarmy, but this person who has had
the information and moved to another company cooldbe touched by law. So how
would you see that in the case that at the monmeatder to get that information the
Data Protection Commissioner as she states indpartr would have to be heavy-
handed by going to the police and obtaining thétrmation and this law would seek
for her to be able to just go and ask with an imf@tion notice to provide that

information?

The Minister for Economic Development:

| would suggest that the current system, althoughlersome and perhaps described
as heavy-handed, has the necessary checks anddmlarplace to be appropriate and
perhaps reasonably balanced. | would say fromsibss point of view of course |
suspect it may be an insurable risk. Of coursé tauld have an impact on
premiums and so on, but that opens up a whole avhpitential issues.

Director, Finance Industry Development:

The nice thing about the data protection law atsgmé is that it clearly places
responsibility on an entity. Once you start thpreading that around as employees
move throughout the business community then theynat only imposing costs on
that one business but potentially other businessegell, and so that is why as drafted
at present it works quite neatly. Once you staihg beyond that then obviously
there are further concerns which have to be thoabbuit.

Deputy T.A. Vallois:



Moving on to the next amendment we have got hetk kigards to the penalty, the
maximum penalty which is amendment 3, would thexecbncerns about increased
penalties from the business side of things?

Director, Finance Industry Development:
What is the existing penalty, please?

Deputy T.A. Vallois:
It is a fine.

Director, Finance Industry Development:
So it is moving it from a fine to imprisonment?

Mrs. H. Rudlle:
Yes.

Deputy T.A. Vallois:
A maximum of 2 years’ imprisonment.

The Minister for Economic Development:
What is the maximum penalty at the moment in tesfitbe fine?

Mrs. H. Rudle:
| do not know what scale it is. | think it is léwe which would be £5,000 | believe.

The Minister for Economic Development:

A law to be effective has to have again an appad@isanction otherwise it is going to
be open for abuse. | mean the level of finanagaglty is probably more appropriate,
| think. An imprisonment or potential imprisonmeagsquite a heavy sanction.

[12:15]

Deputy T.A. Vallois:

Okay, but in the case of say for example in the .UW€ have seen telecoms
companies selling data, well, it was India, wasndt, selling data to people,
individuals, breaching the data protection law mtitmnally. Large amounts of data,
this affecting people’s lives on a daily basis. yau not believe that would serve to
have a penalty?

The Minister for Economic Development:
A penalty, yes.

Deputy T.A. Vallois:
Prison?

The Minister for Economic Development:
| think it just needs to be proportional and | webblave said that an effective financial
penalty is probably appropriate.

Deputy T.A. Vallois:



But if they are making a fortune from, say, selle@ch bit of data for £50,000 and
they get fined a level 4 of £5,000 do you thinkttissappropriate? Do you think that
would deter them from doing it again?

The Minister for Economic Development:
| do not think a level 4 of £5,000 is appropriate,

Deputy T.A. Vallois:

But if this penalty was put in for a maximum of @ays’ imprisonment do you believe
that in that respect in particular where peopleiatentionally selling data that that is
effectively a good deterrent in the law and it nsalkiee data protection law much
stronger in what it is trying to achieve?

The Minister for Economic Development:

It would certainly give the law the necessary teetlwould accept that and it is
important, as | said at the beginning, that whatdae/s that are introduced have
appropriate sanctions otherwise they are not gairge effective.

Director, Finance Industry Development:

Yes. | think as the Minister said it is a questmingetting the right balance and
working out what is appropriate. Now clearly thatad which people collect is
increasing all the time and it may be as you daad &xamples of abuse are possibly
becoming on a larger scale now and if that is theecthen it may well be
proportionate to increase the penalty. But thetka@yg | think as the Minister said is
that it is a proportionate increase in order toedire law the teeth that it needs and
that is really the right balance which has to becht

Deputy T.A. Vallois:
Do you think that would affect businesses in any weving this additional sanction
on there?

Director, Finance Industry Development:

To be perfectly honest, people should be complywth the law at the moment and
therefore it should not put too much of additiopedblem in the place of businesses
having a law which can be enforced properly, amah tyou trust the courts to interpret
the law and to put in place the proportionate sede So hopefully that should be
taken care of. It is more the concerns about extgnthe remit of the law which |
think is the principal concern that we have.

Deputy D.J. De Sousa:

Amendment 8 is about amending the provision rajatm the notification fee for
charities. Do you feel that there is a need fanitggbetween charities and small
firms, i.e. the small plumbing firm with just 2 efopees?

Director, Finance Industry Development:

Well here | am not sure what the basis was for yotipfor charities to be exempt. |
would imagine that the number of charities on tland compared to the number of
businesses will be relatively small, so lookingtain that basis it could well be the
case and | am sure you have done the researcivdinahg a fee for charities would
not reduce the overall costs which are raised gseat deal and therefore you are not



talking about something which overall affects thieesne in any great form. However
of course once you introduce certain exemptions gau then often point to other
situations and say, well, is it fair that this atlperson has to pay whereas a charity,
perhaps you have got a charity which is a largeitgh@mploying perhaps 100 people
and they are exempt and yet a small firm with dhjyeople is not exempt. So | think
that is the overall problem, once you come to exemsp, is that you can always point
to areas where it does not seem to be fair. Subgethat, if you accept that it is
sensible to have an amendment for charities anthgixthem then overall it should
not seem to cost too much and result in businessasng much of an additional
burden, | would have thought, because of the nusabédrdo not know, Minister,
whether you want to add anything to that?

The Minister for Economic Development:
| think James has probably summarised quite weMould not really add anything to
that.

Deputy T.A. Vallois:

Another one in particular with regards to businedsaing affected was amendment 4
where they are looking to amend it for the powerseizure to include equipment

found on the premises of a data controller. Waould expect a backlash from firms

losing computers for months, or years, as a reduhivestigations related to current

or former staff actions?

The Minister for Economic Development:
Is this bringing it in line with the U.K. currenfty

Mrs. H. Rudlle:
Yes, but it is worded differently. The principke the same in both the U.K. and the
proposed amendments for Jersey.

The Minister for Economic Development:

| mean again from a proportionality point of viewithin Jersey it would be
interesting to know the level of occasions whemédheould have been a need to seize
such equipment. Is the current law not deemeac tasbeffective as it is because it has
not got that provision?

Deputy T.A. Vallois:

Okay, because it has been said by previous witegsse bringing it back into line
with the 21st century really. Because at the madntéey can only retrieve
documentation in regards to their investigatiomink how many businesses now use
computers so | mean previous witnesses have sagl btinging it into the 21st
century but then again it is that effect as welitth may have for the business,
especially if they solely count on equipment totteir business. | suppose | am
answering the question for yo{i. aughter]

The Minister for Economic Development:
You put a fairly compelling case forward, yes.

Director, Finance Industry Development:



It is clearly very difficult balancing a differempiarty’s rights here. Clearly anything
which takes essential equipment away from a busisesthat they cannot use it is
going to have a dramatic effect on that busindssiefore you have to balance up
whether the need to obtain that equipment is ptapwte to the need to find out
what that business has been doing to abuse datdh@meal question here is probably
about the checks and balances which are in forteerahan whether the Data
Protection Commissioner is able to access thatnmdtion. Clearly they have got to
be able to access that information, but | thinkehill be very large concerns from
the business community, because if for example raanwhis used to seize equipment
which is, let us go back to the example of a siplainbing firm who perhaps has one
person who is managing the accounts and everytiningne computer which has all
the data they need in order to run that businéskai is then taken away from them
how are they going to operate? So you can see #rer very real concerns about
both checks in the law but also how it would belenpented in practise and whether
removal of equipment is limited to those circumst&smwhere it has to be and whether
there is for example time constraints on the leraftime it can then be had in order
to access the information, or whether it is sonmgthwhere for example it can just be
taken away and returned many years later, whicloably could decimate a business
entirely. So those are the concerns. Clearlyig bringing it in line with the U.K.
and bringing it into the 21st century that is sdmreg which has to be done to some
degree but as everything it is a question of degrekit is not just that one provision,
it is all the provisions around that which are keatitical in this case. | think there
are quite a few examples | can think of where weught in laws and perhaps
substantive clauses the same as the U.K. but vkettecsafeguards surrounding it.
So that is something where we really do have tedg careful.

Senator S.C. Ferguson:
Yes, because even your BlackBerry would be sulbjetttis.

The Minister for Economic Development:
Exactly, it would be subject to this.

Senator S.C. Ferguson:
Could a Minister operate without his BlackBerrjf?aughter]

The Minister for Economic Development:
There is a question.

Deputy D.J. De Sousa:

Following on along those lines bearing in mind tBdDd.D. (Economic Development
Department) as a department have promoted EcoAwtiveh encourages businesses
to cut down on their carbon footprint, so therefeneourages them to keep more data
on electronic devices rather than paper, do yousege that there would be any
financial impact on businesses as a direct restifti® amendment?

The Minister for Economic Development:
Only if they had equipment taken away from them.

Deputy D.J. De Sousa:
That is what | am saying. That is what the amendnsg to take it away.



The Minister for Economic Development:

Yes, indeed. But | think to get a sense it wowddriieresting to know the number of
occasions when if this power had been in place tthatData Commissioner would
have seized the equipment.

Deputy D.J. De Sousa:

We will go on from there. You have been within tthepartment for a number of
years now, because you were previously an Assisdamster and now you are the
Minister for. Are you aware of any instances tet Data Protection Commissioner
has had to come to your department and say: “We nmeéave this information
because of a case”?

The Minister for Economic Development:

No, and | do not think that the Data Protection @Gossioner would come to the
department particularly. There would be no neecér to do so. It is very difficult
to give you any meaningful information on the questthat you are asking. It is
almost impossible to assess the impact other thitaerie is some perhaps data in the
U.K. that would be relevant the number of times pater equipment has been seized
it might give some indication of the quantum bwsukpect the impact on business is
quite relatively small.

Director, Finance Industry Development:

That is speaking generally and what we would likeld is have a better idea of how
often this is used, but clearly if it is used, whiis the circumstances which the
Minister has not really spoken about there, thexutld be potentially devastating for
a business and it could cause a business to fajod ander. So it is a real concern in
that regard.

The Minister for Economic Development:

It goes back to the point about the number of simadinesses we have, 80 per cent of
businesses employing 5 or less individuals, sogitybonly having a limited number
of computers and so on, yes, it would have a massipact.

Deputy D.J. De Sousa:

What | do find very interesting is the fact that heeve had Chamber of Commerce in
previously and going through all the amendmentotrerall consensus was that there
did not seem to be a problem with any of the ameds) and they deal with
businesses large and small, whereas the Ministiyigofand small businesses does
find an issue with quite a few of the amendmer8s. | do find that very interesting
because you deal with a lot of the same people.

The Minister for Economic Development:

| would not say it is so much of an issue that imd,fl think we are just raising some
concerns that seem reasonable and so on to u§gosthe information that we have
seen to date. Clearly the chamber have a view, dhe representative of a certain
section of the business community and their opini®nobviously valuable but
nevertheless it is appropriate that we give ouwsias to the likely impact. There are
many other groups representing businesses whichduse you will also be talking to
and their view and opinion is also of value.
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Senator S.C. Ferguson:
With so much regulation by the Data Protection Cassianer should regulation not
come under your department?

The Minister for Economic Development:
Rather than the Chief Minister? From a data ptaie@oint of view?

Deputy T.A. Vallois:
Treasury and Resources.

The Minister for Economic Development:
Correct, absolutely.

Senator S.C. Ferguson:
| thought | would just throw it in. Because yowkajot all the regulatory authorities,
you have power of direction to them all.

The Minister for Economic Development:

Yes, you raise an interesting point. In many retpg is a conflicting position from
our point of view in terms of economic growth anggorting business and helping
them to expand and prosper. We should be lookirdeeegulating as much as we
possibly can, reducing the level of bureaucracyraddtape and effectively removing
government as much as possible from the equatiafidw business to get on and do
what they are supposed to be doing, which is defigeeconomic growth. | think
sometimes we forget that it is not government thelivers economic growth, it is
businesses. So by giving us the additional respuitg of further regulatory matters
is not something that | would particularly welcome.

Deputy T.A. Vallois:

But | think it could be argued that with the datatpction law some people would say
that it was imposed upon people from the EuropeafiaPhent because of the E.U.
(European Union) directives that were put in pladest thinking the way that your

department in particular operates with regards.FoSIC. (Jersey Financial Services
Commission) which is an independent, they reguladd knows how many laws with

regards to finance and things like that, so | ast hinking that was the first thing

that | thought about when | saw these amendmenteagp was why if the Data

Protection Commissioner is so independent, | undeds that she has to

administratively go through the Treasury and Resssjrhowever could she not do
that through Economic Development as | would imagdime J.S.F.C. would have to
do with financial laws et cetera, but they have sbaty there administratively and
also that does the same thing for other indepenrutsties?

[12:30]
The Minister for Economic Development:
What would you be trying to achieve by doing thatrsus the way it functions

through Treasury and Resources at the moment? Wabald be the additional
benefit?
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Deputy T.A. Vallois:

Well | think the fact that you have a director efulation in your department and the
fact that people would be aware of the set-up and ih works. | think it is about
accountability and transparency as well, more #raything else.

The Minister for Economic Development:

It is not a position that | would welcome from anoBomic Development point of
view. As | said a moment ago | would prefer to dndess regulatory control if you
like. The J.F.S.C. that you mentioned, they afecéfely independent as indeed the
Data Protection Commissioner is and her departmeénlink that is appropriate. |
am not of the opinion that that should probablyngjea

Director, Finance Industry Development:

| suppose the big issue here is if you have gos laich span not only the business
community but far wider than that should they beveted by Economic
Development? | suppose that is where for examplkihg at the Charities
Commission that is being handled by Chief Ministensl when you have got laws
which are of a much wider remit generally they @b tend to come to a department
which is focused on business so | imagine thathg ivhas been dealt with elsewhere
and that is the rationale for it. But as you say gan see why there are arguments for
placing things in different places.

Deputy T.A. Vallois:

But just pointing out the fact that you just salmbat putting it in a department which
deals with businesses, the data protection lawwaslérstand it the data controllers,
the majority of them, are from businesses, so wihdtl not make sense?

The Minister for Economic Development:

In one respect | understand where your argumerdngng from but I think as | was
saying a moment ago it conflicts with what our m@mn aim is, which is the
development of business and economic growth.

Deputy T.A. Vallois:
Thank you very much. We appreciate your time.

Mrs. H. Rudle:

Before you go, we were talking about amendment rarmb which is the seizure of
equipment. | just wanted to let you know that Végust been looking at the U.K. law
while we were talking. | cannot see the amendrteettie U.K. law that does bring in
equipment, but | believe the view in the U.K. andill double check this is because
of the wording it is probably covered, becausealiks about other materials. So it
does not specifically say equipment but it is ptdpacovered by the generic term
“other materials”, so | think that is the view thts been taken.

The Minister for Economic Development:
That is interesting. | would still be interestadther to know whether or not any
equipment has been seized as part of ...

Mrs. H. Rudlle:
Absolutely, but | just wanted to clarify that fooy.

12



The Minister for Economic Development:

No, that is helpful. Thank you.

Deputy T.A. Vallois:
Thank you very much.

Senator S.C. Ferguson:
Thank you.

The Minister for Economic Development:

Thank you.

[12:33]
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